
Annexure  
Anticipating Compliance with the

Digital Personal Data Protection Act,
2023 on Data Breaches in India
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Name of Organization /
Source of Breach

Type of Organization
(Public or Private Sector)

Approximate Date
 of Detection

Size of Breach (by
number of affected
records/personnel)

1

Types of Personal
Information Affected

Breach Discovery
by Independent

Third Party

Whether Breach
was repetitive 

Juspay data leak Private Sector 05-01-2021 100 million

Name, Credit Score,
Bank and Financial
Information, Phone
Number, Email ID

Yes No

2 Gemplex

Name, Device Type
Information, Phone

Number,
Hashed/Unhashed

Passwords, Email ID 

Private Sector 18-02-2021 4.6 million

Name, Govt Issued IDs,
DoB/Age, Credit Score,

Bank and Financial
Information, User

Ticketing/Travel Details

3 Air India Public Sector 25-02-2021 4.5 million

Name, DoB/Age,
Gender, IP Address,
Social Media Profile
Information, Device
Type Information,

Phone Number, User
Payment/Order Logs,

Hashed/Unhashed
Passwords, Physical
Address, Email ID 

4 Bookchor Private Sector 26-03-2021 5,33,275

Yes

No

Yes

No

No

No

Disclaimer: Readers should note that all information listed in the Annexure is tabulated on the basis of publicly available news and media reports. The authors do not take any responsibility as to the veracity of the facts provided in these reports. The authors also do not claim that the
information contained is comprehensive pertaining to all cases of personal data breaches between 2021 and 2024. 
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Name of Organization /
Source of Breach

Type of Organization
(Public or Private Sector)

Approximate Date
 of Detection

Size of Breach (by
number of affected
records/personnel)

5

Types of Personal
Information Affected

Breach Discovery
by Independent

Third Party

Whether Breach
was repetitive 

Mobikwik Private Sector 30-03-2021 3.5 to 110 million
(est.)

Name, Aadhaar Details,
Personal Signatures,
KYC Documentation,

Credit Score, Bank and
Financial Information,

Phone Number,
Miscellaneous Personal

Information

Yes No

6 Moneycontrol 

Username, Phone
Number,

Hashed/Unhashed
Passwords, Physical

Address, Email ID

Private Sector 08-04-2021 7,73,000

Name, DoB/Age, KYC
Documentation,

Academic Information,
Credit Score, Bank and
Financial Information,

Employee Details,
Email ID

7 Upstox Private Sector 11-04-2021 2.5 million

Name, DoB/Age, Phone
Number, Physical
Address, Email ID,

Miscellaneous Personal
Information

8 CAT Data Breach Public Sector 12-05-2021 190000

Yes

No

Yes

No

No

No
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Name of Organization /
Source of Breach

Type of Organization
(Public or Private Sector)

Approximate Date
 of Detection

Size of Breach (by
number of affected
records/personnel)

9

Types of Personal
Information Affected

Breach Discovery
by Independent

Third Party

Whether Breach
was repetitive 

Domino's (Jubilant
FoodWorks) Private Sector 25-05-2021 180 million

Name, User GPS
Location, Phone

Number, User
Payment/Order Logs,

Employee Details,
Physical Address, Email

ID

Yes No

10 IndiaMART

Name, Phone Number,
Physical Address, Email

ID, Miscellaneous
Personal Information

Private Sector 20-08-2021 38 million

Name, DoB/Age,
Religion, Marital Status,
Credit Score, Bank and
Financial Information,
Phone Number, User
Payment/Order Logs,

Employee Details,
Hashed/Unhashed

Passwords, Physical
Address, Email ID

11 Aditya Birla Fashion and
Retail Ltd. 

Private Sector 16-01-2022 5.4 million

Name, Gender, Phone
Number, Email ID

12 Akasa Air Public Sector 25-08-2022 Unclear

Yes

No

No

Yes

No

No
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Name of Organization /
Source of Breach

Type of Organization
(Public or Private Sector)

Approximate Date
 of Detection

Size of Breach (by
number of affected
records/personnel)

13

Types of Personal
Information Affected

Breach Discovery
by Independent

Third Party

Whether Breach
was repetitive 

Tata Power Private Sector 27-10-2022 12 million (est.)

Name, Govt Issued IDs,
Aadhaar Details, Credit

Score, Bank and
Financial Information,

Phone Number,
Miscellaneous Personal

Information

Unclear No

14

All India Institute
of Medical
Sciences

(AIIMS), Delhi

Name, Patient Medical
and Health RecordsPublic Sector 23-11-2022 40 million

Name, DoB/Age,
Gender, Credit Score,

Bank and Financial
Information, User GPS

Location, User
Ticketing/Travel Details,

Phone Number, User
Payment/Order Logs,

Physical Address, Email
ID

15
Railyatri App by Indian

Railway Catering &
Tourism Corporation

(IRCTC)

Public Sector 16-02-2023 31 million

Name, DoB/Age,
Gender, Marital Status,
Credit Score, Bank and
Financial Information,

Phone Number,
Employee Details,

Physical Address, Email
ID

16 HDB Financial
Services 

Private Sector 08-03-2023 6,00,000

Unclear

Unclear

Unclear

No

Yes

No
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Name of Organization /
Source of Breach

Type of Organization
(Public or Private Sector)

Approximate Date
 of Detection

Size of Breach (by
number of affected
records/personnel)

17

Types of Personal
Information Affected

Breach Discovery
by Independent

Third Party

Whether Breach
was repetitive 

Cyberabad
Investigation Data

Breach

Public Sector 23-03-2023 168 million

Name, Govt Issued IDs,
Insurance Details,

Academic Information,
Credit Score, Bank and
Financial Information,

Phone Number,
Physical Address, Email

ID, Miscellaneous
Personal Information

No Yes

18 Rentmojo 
Name, Phone Number,
Email ID, Miscellaneous

Personal Information

Private Sector 20-04-2023 150000

Name, Govt Issued IDs,
Aadhaar Details,

DoB/Age, Gender,
Miscellaneous Personal

Information

19
COVID Vaccination

(COWIN) Data 
Public Sector 12-06-2023 1.1 billion

Name, Aadhaar Details,
Govt Issued IDs,

Miscellaneous Personal
Information, Physical
Address, DoB/Age

20
Indian Council for

Medical
Research (ICMR)

Public Sector 15-10-2023 815 million

Unclear

Unclear

Yes

No

Yes

Yes
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Name of Organization /
Source of Breach

Type of Organization
(Public or Private Sector)

Approximate Date
 of Detection

Size of Breach (by
number of affected
records/personnel)

21

Types of Personal
Information Affected

Breach Discovery
by Independent

Third Party

Whether Breach
was repetitive 

Taj Hotels (Indian
Hotels Company

Limited)

Private Sector 23-11-2023 1.5 million

Phone Number,
Physical Address,

Miscellaneous Personal
Information

Unclear No

22 Hathway ISP

Name, Aadhaar Details,
KYC Documentation, IP

Address, Phone
Number, Physical

Address, Miscellaneous
Personal Information 

Private Sector 01-12-2023 4 to 41 million
(est.)

Name, Aadhaar Details,
Phone Number,

Physical Address
23

Indian Mobile Network
Consumer Database Private Sector 23-01-2024 750 million 

Name, Physical
Addresses, Phone

Number, Email ID, and
Miscellaneous Personal

Information

24 Boat Private Sector 01-04-2024 7.5 million

Yes

Yes

Yes

No

No

No
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Name of Organization /
Source of Breach

Type of Organization
(Public or Private Sector)

Approximate Date
 of Detection

Size of Breach (by
number of affected
records/personnel)

25

Types of Personal
Information Affected

Breach Discovery
by Independent

Third Party

Whether Breach
was repetitive 

BSNL Public Sector 20-05-2024 Uncertain 

Miscellaneous Personal
Information, Physical

Address,
Hashed/Unhashed

Passwords
Yes Yes

26 Angel one

Email ID, Phone
Number, Miscellaneous

Personal Information,
Bank and Financial

Information

Private Sector 13-07-2024 7.9 million

Name, Govt Issued IDs,
Miscellaneous Personal
Information, DoB/Age,

Phone Number,
Physical Address, Email
ID, Patient Medical and

Health Records

27 Star Health Private Sector 20-09-2024 31 million

Name, Email ID, Phone
Number, DoB/Age,

Physical Address, Govt
Issued IDs

28 e-migrate Portal Public Sector 01-06-2024 2,00,000 approx

Yes

Yes

Yes

Unclear

No

No
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Name of Organization /
Source of Breach

Type of Organization
(Public or Private Sector)

Approximate Date
 of Detection

Size of Breach (by
number of affected
records/personnel)

29

Types of Personal
Information Affected

Breach Discovery
by Independent

Third Party

Whether Breach
was repetitive 

Durex India Private Sector 01-08-2024 Unclear

Name, Email ID, Phone
Number, Physical

Address
Yes No
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Name of
Organization /

Source of Breach

Whether action was taken
to intimate authorities by

data fiduciary 

Whether overt
remedial action

was taken 

Whether
organization has a

privacy policy  

1

Last Update to
Privacy Policy

Any disclosure of
significant Non-
Personal Data

Link 1

Juspay data leak No Yes
Yes

(https://juspay.in/pri
vacy-policy/)

Not Provided No www.thequint.c
om/coronavirus

2 Gemplex Not Clear No No

3 Air India Yes Yes

Yes
(https://www.airi
ndia.com/in/en/p

rivacy-
policy.html)

4 Bookchor Not clear No
Yes

(https://www.boo
kchor.com/bc-
policies.php)

No

Yes

Yes

economictimes.
indiatimes.com

Link 2

NA

06-05-2023

Not Provided

www.itsecurityn
ews.info

tech.hindustanti
mes.com

www.opindia.co
m

monitor.mozilla.
org

economictimes.
indiatimes.com

www.goincognit
o.co

https://juspay.in/privacy-policy/
https://juspay.in/privacy-policy/
https://www.thequint.com/coronavirus/faq/juspay-data-breach-faq-have-my-card-details-leaked-what-happens-now#read-more.
https://www.thequint.com/coronavirus/faq/juspay-data-breach-faq-have-my-card-details-leaked-what-happens-now#read-more.
https://www.airindia.com/in/en/privacy-policy.html
https://www.airindia.com/in/en/privacy-policy.html
https://www.airindia.com/in/en/privacy-policy.html
https://www.airindia.com/in/en/privacy-policy.html
https://www.bookchor.com/bc-policies.php
https://www.bookchor.com/bc-policies.php
https://www.bookchor.com/bc-policies.php
https://economictimes.indiatimes.com/tech/technology/juspay-data-leak-fallout-rbi-swings-into-action-to-curb-cyberattacks/articleshow/80125430.cms?from=mdr
https://economictimes.indiatimes.com/tech/technology/juspay-data-leak-fallout-rbi-swings-into-action-to-curb-cyberattacks/articleshow/80125430.cms?from=mdr
https://www.itsecuritynews.info/gemplex-4563166-breached-accounts
https://www.itsecuritynews.info/gemplex-4563166-breached-accounts
https://tech.hindustantimes.com/tech/news/air-india-claims-4-5-million-passengers-affected-by-february-data-breach-71621783380524.html
https://tech.hindustantimes.com/tech/news/air-india-claims-4-5-million-passengers-affected-by-february-data-breach-71621783380524.html
https://www.opindia.com/2021/04/bookchor-data-breach-information-of-over-5-lakh-users-leaked-what-we-know-so-far/
https://www.opindia.com/2021/04/bookchor-data-breach-information-of-over-5-lakh-users-leaked-what-we-know-so-far/
https://monitor.mozilla.org/breach-details/Gemplex
https://monitor.mozilla.org/breach-details/Gemplex
https://economictimes.indiatimes.com/news/india/air-india-sued-over-data-breach-flyer-seeks-rs-30-lakh-in-damages/articleshow/84197878.cms?from=mdr
https://economictimes.indiatimes.com/news/india/air-india-sued-over-data-breach-flyer-seeks-rs-30-lakh-in-damages/articleshow/84197878.cms?from=mdr
https://www.goincognito.co/alert-498297-breached-accounts-at-online-book-trading-website/
https://www.goincognito.co/alert-498297-breached-accounts-at-online-book-trading-website/
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Name of
Organization /

Source of Breach

Whether action was taken
to intimate authorities by

data fiduciary 

Whether overt
remedial action

was taken 

Whether
organization has a

privacy policy  

5

Last Update to
Privacy Policy

Any disclosure of
significant Non-
Personal Data

Link 1

Mobikwik No Yes
Yes

(https://www.mobik
wik.com/privacypoli

cy)

Not Provided No indianexpress.c
om/article

6 Moneycontrol No Yes

Yes
(https://www.mo
neycontrol.com/
cdata/privacypoli

cy.php)

7 Upstox Not clear Yes

Yes
(https://upstox.c

om/terms-of-
use-and-privacy-

policy/)

8 CAT Data
Breach

Not clear No
No

(https://cdn.digia
lm.com/per)

No

No

Yes

www.thehindub
usinessline.com

Link 2

Not Provided

Not Provided

NA

www.opindia.co
m/2021

timesofindia.indi
atimes.com

www.csoonline.
com/article

www.exploitone
.com/data-

breach

www.thehindub
usinessline.com

www.the420.in/
hackers-selling-
over-2-lakh-cat-
2019-students-

data-online-

https://www.mobikwik.com/privacypolicy
https://www.mobikwik.com/privacypolicy
https://www.mobikwik.com/privacypolicy
https://www.mobikwik.com/privacypolicy
https://indianexpress.com/article/technology/tech-news-technology/mobikwik-database-leaked-on-dark-web-company-denies-any-data-breach-7251448/
https://indianexpress.com/article/technology/tech-news-technology/mobikwik-database-leaked-on-dark-web-company-denies-any-data-breach-7251448/
https://www.moneycontrol.com/cdata/privacypolicy.php
https://www.moneycontrol.com/cdata/privacypolicy.php
https://www.moneycontrol.com/cdata/privacypolicy.php
https://www.moneycontrol.com/cdata/privacypolicy.php
https://upstox.com/terms-of-use-and-privacy-policy/
https://upstox.com/terms-of-use-and-privacy-policy/
https://upstox.com/terms-of-use-and-privacy-policy/
https://upstox.com/terms-of-use-and-privacy-policy/
https://cdn.digialm.com/per/g01/pub/756/EForms/CAT23/CAT_2023_Terms_and_Conditions.pdf
https://cdn.digialm.com/per/g01/pub/756/EForms/CAT23/CAT_2023_Terms_and_Conditions.pdf
https://cdn.digialm.com/per/g01/pub/756/EForms/CAT23/CAT_2023_Terms_and_Conditions.pdf
https://www.thehindubusinessline.com/money-and-banking/ipo-bound-unicorn-mobikwik-under-rbi-scanner-for-data-breach/article37153558.ece.%20%20https:/inc42.com/buzz/rbi-examines-ipo-bound-mobikwiks-100-mn-data-breach/
https://www.thehindubusinessline.com/money-and-banking/ipo-bound-unicorn-mobikwik-under-rbi-scanner-for-data-breach/article37153558.ece.%20%20https:/inc42.com/buzz/rbi-examines-ipo-bound-mobikwiks-100-mn-data-breach/
https://www.opindia.com/2021/04/personal-details-of-over-seven-lakh-moneycontrol-users-up-for-sale/
https://www.opindia.com/2021/04/personal-details-of-over-seven-lakh-moneycontrol-users-up-for-sale/
https://timesofindia.indiatimes.com/business/india-business/upstox-face-data-breach-co-says-ramped-up-security/articleshow/82021166.cms.
https://timesofindia.indiatimes.com/business/india-business/upstox-face-data-breach-co-says-ramped-up-security/articleshow/82021166.cms.
https://www.csoonline.com/article/570761/personal-information-and-exam-results-of-19-lakh-cat-aspirants-leaked-on-dark-web.html.
https://www.csoonline.com/article/570761/personal-information-and-exam-results-of-19-lakh-cat-aspirants-leaked-on-dark-web.html.
https://www.exploitone.com/data-breach/data-breach-at-moneycontrol-com-millions-of-users-affected/
https://www.exploitone.com/data-breach/data-breach-at-moneycontrol-com-millions-of-users-affected/
https://www.exploitone.com/data-breach/data-breach-at-moneycontrol-com-millions-of-users-affected/
https://www.the420.in/hackers-selling-over-2-lakh-cat-2019-students-data-online-cyber-expert/
https://www.the420.in/hackers-selling-over-2-lakh-cat-2019-students-data-online-cyber-expert/
https://www.the420.in/hackers-selling-over-2-lakh-cat-2019-students-data-online-cyber-expert/
https://www.the420.in/hackers-selling-over-2-lakh-cat-2019-students-data-online-cyber-expert/
https://www.the420.in/hackers-selling-over-2-lakh-cat-2019-students-data-online-cyber-expert/
https://www.the420.in/hackers-selling-over-2-lakh-cat-2019-students-data-online-cyber-expert/
https://www.the420.in/hackers-selling-over-2-lakh-cat-2019-students-data-online-cyber-expert/
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Name of
Organization /

Source of Breach

Whether action was taken
to intimate authorities by

data fiduciary 

Whether overt
remedial action

was taken 

Whether
organization has a

privacy policy  

9

Last Update to
Privacy Policy

Any disclosure of
significant Non-
Personal Data

Link 1

Domino's
(Jubilant

FoodWorks)

Not Clear No
Yes

(https://pizzaonline.
dominos.co.in/priva

cyPolicy)

10-02-2009 Yes www.firstpost.c
om/tech/news-

10 IndiaMART No No
Yes

(https://www.indi
amart.com/priva
cy-policy.html)

11
Aditya Birla
Fashion and
Retail Ltd. 

Yes Yes

Yes
(https://www.abfr

l.com/privacy-
policy/)

12 Akasa Air Yes Yes

Yes
(https://www.aka
saair.com/quick-

links/privacy-
policy)

Yes

No

No

timesofindia.ind
iatimes.com/bu

siness

Link 2

04-08-2022

Not Provided

Not Provided

economictimes.i
ndiatimes.com

economictimes.i
ndiatimes.com/i

ndustry/

www.thehindu.c
om/business/

www.thehindub
usinessline.com

www.indiatoday
.in/india/story/a

kasa

Mozilla Monitor
- IndiaMART

https://pizzaonline.dominos.co.in/privacyPolicy
https://pizzaonline.dominos.co.in/privacyPolicy
https://pizzaonline.dominos.co.in/privacyPolicy
https://pizzaonline.dominos.co.in/privacyPolicy
https://www.firstpost.com/tech/news-analysis/dominos-india-data-breach-name-location-mobile-number-email-of-18-crore-orders-up-for-sale-on-dark-web-9650591.html.
https://www.firstpost.com/tech/news-analysis/dominos-india-data-breach-name-location-mobile-number-email-of-18-crore-orders-up-for-sale-on-dark-web-9650591.html.
https://www.indiamart.com/privacy-policy.html
https://www.indiamart.com/privacy-policy.html
https://www.indiamart.com/privacy-policy.html
https://www.abfrl.com/privacy-policy/
https://www.abfrl.com/privacy-policy/
https://www.abfrl.com/privacy-policy/
https://www.abfrl.com/privacy-policy/
https://www.akasaair.com/quick-links/privacy-policy
https://www.akasaair.com/quick-links/privacy-policy
https://www.akasaair.com/quick-links/privacy-policy
https://www.akasaair.com/quick-links/privacy-policy
https://www.akasaair.com/quick-links/privacy-policy
https://timesofindia.indiatimes.com/business/india-business/user-info-linked-to-18-crore-dominos-orders-leaked/articleshow/82898118.cms
https://timesofindia.indiatimes.com/business/india-business/user-info-linked-to-18-crore-dominos-orders-leaked/articleshow/82898118.cms
https://timesofindia.indiatimes.com/business/india-business/user-info-linked-to-18-crore-dominos-orders-leaked/articleshow/82898118.cms
https://economictimes.indiatimes.com/industry/services/retail/data-breach-or-data-scraping-with-over-38-million-records-up-for-grabs-indiamart-has-some-answering-to-do/articleshow/85563628.cms?from=mdr
https://economictimes.indiatimes.com/industry/services/retail/data-breach-or-data-scraping-with-over-38-million-records-up-for-grabs-indiamart-has-some-answering-to-do/articleshow/85563628.cms?from=mdr
https://economictimes.indiatimes.com/industry/cons-products/fashion-/-cosmetics-/-jewellery/abfrl-faces-data-breach-on-its-portal/articleshow/88930807.cms?from=mdr.%20https://www.thehindubusinessline.com/companies/abfrl/article64895452.ece
https://economictimes.indiatimes.com/industry/cons-products/fashion-/-cosmetics-/-jewellery/abfrl-faces-data-breach-on-its-portal/articleshow/88930807.cms?from=mdr.%20https://www.thehindubusinessline.com/companies/abfrl/article64895452.ece
https://economictimes.indiatimes.com/industry/cons-products/fashion-/-cosmetics-/-jewellery/abfrl-faces-data-breach-on-its-portal/articleshow/88930807.cms?from=mdr.%20https://www.thehindubusinessline.com/companies/abfrl/article64895452.ece
https://www.thehindu.com/business/akasa-air-suffers-data-breach/article65822080.ece.
https://www.thehindu.com/business/akasa-air-suffers-data-breach/article65822080.ece.
https://www.thehindubusinessline.com/companies/abfrl/article64895452.ece
https://www.thehindubusinessline.com/companies/abfrl/article64895452.ece
https://www.indiatoday.in/india/story/akasa-airlines-data-breach-passengers-personal-information-leaked-1993723-2022-08-29.
https://www.indiatoday.in/india/story/akasa-airlines-data-breach-passengers-personal-information-leaked-1993723-2022-08-29.
https://www.indiatoday.in/india/story/akasa-airlines-data-breach-passengers-personal-information-leaked-1993723-2022-08-29.
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Name of
Organization /

Source of Breach

Whether action was taken
to intimate authorities by

data fiduciary 

Whether overt
remedial action

was taken 

Whether
organization has a

privacy policy  

13

Last Update to
Privacy Policy

Any disclosure of
significant Non-
Personal Data

Link 1

Tata Power Yes Yes
Yes

(https://www.tatapo
wer.com/privacy-

policy.aspx)

Not Provided Yes
www.bleepingc
omputer.com/ne

ws

14
All India Institute

of Medical
Sciences

(AIIMS), Delhi

Yes Yes Yes
(www.aiims.edu/)

15

Railyatri App by
Indian Railway

Catering & Tourism
Corporation (IRCTC)

Not Clear Yes

Yes
(https://www.rail
yatri.in/privacy-

policy?
utm_source=dw
ebhome_footer)

16 HDB Financial
Services 

Yes Yes

Yes
(https://www.hdbf
s.com/customer-
services/privacy)

Yes

Yes

Yes

www.infosecurit
y-

magazine.com/
news

Link 2

Not Provided

Not Provided

Not Provided

www.hindustanti
mes.com/india

ciso.economicti
mes.indiatimes.

com

www.livemint.co
m/news/india/

ciso.economicti
mes.indiatimes.

www.hindustant
imes.com/cities

cio.economicti
mes.indiatimes.

com

https://www.tatapower.com/privacy-policy.aspx
https://www.tatapower.com/privacy-policy.aspx
https://www.tatapower.com/privacy-policy.aspx
https://www.bleepingcomputer.com/news/security/hive-claims-ransomware-attack-on-tata-power-begins-leaking-data/
https://www.bleepingcomputer.com/news/security/hive-claims-ransomware-attack-on-tata-power-begins-leaking-data/
https://www.bleepingcomputer.com/news/security/hive-claims-ransomware-attack-on-tata-power-begins-leaking-data/
https://www.aiims.edu/index.php?option=com_content&view=article&id=10515&catid=79&lang=en
https://www.railyatri.in/privacy-policy?utm_source=dwebhome_footer
https://www.railyatri.in/privacy-policy?utm_source=dwebhome_footer
https://www.railyatri.in/privacy-policy?utm_source=dwebhome_footer
https://www.railyatri.in/privacy-policy?utm_source=dwebhome_footer
https://www.railyatri.in/privacy-policy?utm_source=dwebhome_footer
https://www.hdbfs.com/customer-services/privacy
https://www.hdbfs.com/customer-services/privacy
https://www.hdbfs.com/customer-services/privacy
https://www.infosecurity-magazine.com/news/hive-ransomware-leaking-data/
https://www.infosecurity-magazine.com/news/hive-ransomware-leaking-data/
https://www.infosecurity-magazine.com/news/hive-ransomware-leaking-data/
https://www.infosecurity-magazine.com/news/hive-ransomware-leaking-data/
https://www.hindustantimes.com/india-news/aiims-ransomware-attack-led-to-new-sop-on-cyber-breaches-ex-cybersecurity-chief-pant-101688321198625.html.
https://www.hindustantimes.com/india-news/aiims-ransomware-attack-led-to-new-sop-on-cyber-breaches-ex-cybersecurity-chief-pant-101688321198625.html.
https://ciso.economictimes.indiatimes.com/news/railyatri-penalised-for-data-leak-app-restored-after-security-measures/98683282
https://ciso.economictimes.indiatimes.com/news/railyatri-penalised-for-data-leak-app-restored-after-security-measures/98683282
https://ciso.economictimes.indiatimes.com/news/railyatri-penalised-for-data-leak-app-restored-after-security-measures/98683282
https://www.livemint.com/news/india/hdb-financial-confirms-leak-of-customers-personal-information-11678212275576.html.
https://www.livemint.com/news/india/hdb-financial-confirms-leak-of-customers-personal-information-11678212275576.html.
https://ciso.economictimes.indiatimes.com/news/aiims-ransomware-attack-what-it-means-for-health-data-privacy/96538957
https://ciso.economictimes.indiatimes.com/news/aiims-ransomware-attack-what-it-means-for-health-data-privacy/96538957
https://www.hindustantimes.com/cities/mumbai-news/railyatri-user-data-up-for-sale-on-dark-web-101676836961703.html
https://www.hindustantimes.com/cities/mumbai-news/railyatri-user-data-up-for-sale-on-dark-web-101676836961703.html
https://cio.economictimes.indiatimes.com/news/digital-security/alleged-hdfc-bank-subsidiary-data-breach-the-inside-story/98531619
https://cio.economictimes.indiatimes.com/news/digital-security/alleged-hdfc-bank-subsidiary-data-breach-the-inside-story/98531619
https://cio.economictimes.indiatimes.com/news/digital-security/alleged-hdfc-bank-subsidiary-data-breach-the-inside-story/98531619
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Whether
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17

Last Update to
Privacy Policy

Any disclosure of
significant Non-
Personal Data

Link 1

Cyberabad
Investigation
Data Breach

Yes Yes No Not Provided Yes www.thehindub
usinessline.com

18 Rentmojo Yes Yes
Yes

(https://www.rent
omojo.com/priva

cy-policy)

19 COVID Vaccination
(COWIN) Data 

Yes Yes

Yes
(https://www.co

win.gov.in/privac
y-policy)

20
Indian Council for
Medical Research

(ICMR)

Yes Yes

Yes
(https://main.icm
r.nic.in/content/p

rivacy-policy)

No

Yes

Yes

economictimes.
indiatimes.com

Link 2

Not provided

Not Provided

Not Provided

timesofindia.indi
atimes.com

www.livemint.co
m/news

www.thehindu.c
om/sci-tech

www.indiatoday
.in/technology

economictimes.
indiatimes.com

indianexpress.c
om/article/

https://www.thehindubusinessline.com/info-tech/cyberabad-cops-bust-cyber-fraud-that-exposes-data-of-168-crore-people/article66653194.ece
https://www.thehindubusinessline.com/info-tech/cyberabad-cops-bust-cyber-fraud-that-exposes-data-of-168-crore-people/article66653194.ece
https://www.rentomojo.com/privacy-policy
https://www.rentomojo.com/privacy-policy
https://www.rentomojo.com/privacy-policy
https://www.cowin.gov.in/privacy-policy
https://www.cowin.gov.in/privacy-policy
https://www.cowin.gov.in/privacy-policy
https://main.icmr.nic.in/content/privacy-policy
https://main.icmr.nic.in/content/privacy-policy
https://main.icmr.nic.in/content/privacy-policy
https://economictimes.indiatimes.com/news/india/in-massive-data-breach-details-of-16-8-cr-citizens-defence-staff-leaked-gang-held-cyberabad-police/articleshow/98945535.cms?from=mdr.
https://economictimes.indiatimes.com/news/india/in-massive-data-breach-details-of-16-8-cr-citizens-defence-staff-leaked-gang-held-cyberabad-police/articleshow/98945535.cms?from=mdr.
https://timesofindia.indiatimes.com/gadgets-news/rentomojo-cyber-attack-company-informs-customers-financial-data-is-safe/articleshow/99662279.cms.
https://timesofindia.indiatimes.com/gadgets-news/rentomojo-cyber-attack-company-informs-customers-financial-data-is-safe/articleshow/99662279.cms.
https://www.livemint.com/news/india/cowin-data-leak-data-breach-aarogya-setu-aadhaar-pan-card-shared-on-covid-vaccination-portal-available-on-telegram-11686549051340.html.
https://www.livemint.com/news/india/cowin-data-leak-data-breach-aarogya-setu-aadhaar-pan-card-shared-on-covid-vaccination-portal-available-on-telegram-11686549051340.html.
https://www.thehindu.com/sci-tech/technology/how-the-personal-data-of-815-million-indians-got-breached-explained/article67505760.ece.
https://www.thehindu.com/sci-tech/technology/how-the-personal-data-of-815-million-indians-got-breached-explained/article67505760.ece.
https://www.indiatoday.in/technology/news/story/rentomojo-confirms-data-breach-attackers-accessed-identifiable-customer-
https://www.indiatoday.in/technology/news/story/rentomojo-confirms-data-breach-attackers-accessed-identifiable-customer-
https://economictimes.indiatimes.com/tech/technology/cowin-data-breach-fir-has-been-registered-mos-it-rajeev-chandrasekhar-tells-parliament/articleshow/102021007.cms?from=mdr.
https://economictimes.indiatimes.com/tech/technology/cowin-data-breach-fir-has-been-registered-mos-it-rajeev-chandrasekhar-tells-parliament/articleshow/102021007.cms?from=mdr.
https://indianexpress.com/article/india/icmr-data-leak-four-held-claim-to-have-stolen-fbi-paks-cnic-info-too-9072200/
https://indianexpress.com/article/india/icmr-data-leak-four-held-claim-to-have-stolen-fbi-paks-cnic-info-too-9072200/
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21

Last Update to
Privacy Policy

Any disclosure of
significant Non-
Personal Data

Link 1

Taj Hotels (Indian
Hotels Company

Limited)

Yes No
Yes

(https://www.ihcltat
a.com/privacy-

policy/)

Not Provided No www.livemint.co
m/news/india/taj

22 Hathway ISP No No
Yes

(https://www.hat
hway.com/Home
/PrivacyPolicy)

23 Indian Mobile
Network Consumer

Database

No No NA

24 Boat Not clear Unclear
Yes

(https://www.boat-
lifestyle.com/page
s/privacy-policy)

Yes

No

No

timesofindia.ind
iatimes.com/

Link 2

Not Provided

NA

NA

thecyberexpres
s.com

www.indiatoday
.in/technology

economictimes.i
ndiatimes.com

www.hackread.
com/indian-isp

bangaloremirror
.indiatimes.com

https://www.bus
iness-

standard.com/

https://www.ihcltata.com/privacy-policy/
https://www.ihcltata.com/privacy-policy/
https://www.ihcltata.com/privacy-policy/
https://www.livemint.com/news/india/taj-hotel-data-breach-ihcl-begins-probe-on-report-suggesting-data-leak-of-1-5-million-customers-tata-dnacookies-11700754884823.html.
https://www.livemint.com/news/india/taj-hotel-data-breach-ihcl-begins-probe-on-report-suggesting-data-leak-of-1-5-million-customers-tata-dnacookies-11700754884823.html.
https://www.hathway.com/Home/PrivacyPolicy
https://www.hathway.com/Home/PrivacyPolicy
https://www.hathway.com/Home/PrivacyPolicy
https://www.boat-lifestyle.com/pages/privacy-policy
https://www.boat-lifestyle.com/pages/privacy-policy
https://www.boat-lifestyle.com/pages/privacy-policy
https://timesofindia.indiatimes.com/gadgets-news/taj-hotel-data-breach-what-the-company-has-to-say-ransom-demanded-conditions-set-by-hackers/articleshow/105461155.cms
https://timesofindia.indiatimes.com/gadgets-news/taj-hotel-data-breach-what-the-company-has-to-say-ransom-demanded-conditions-set-by-hackers/articleshow/105461155.cms
https://thecyberexpress.com/alleged-hathway-data-leak/
https://thecyberexpress.com/alleged-hathway-data-leak/
https://www.indiatoday.in/technology/news/story/data-of-750-million-telecom-users-in-india-being-sold-on-dark-web-cyber-experts-claim-2495752-2024-01-31
https://www.indiatoday.in/technology/news/story/data-of-750-million-telecom-users-in-india-being-sold-on-dark-web-cyber-experts-claim-2495752-2024-01-31
https://economictimes.indiatimes.com/industry/cons-products/electronics/boat-data-breach-name-address-contact-number-email-id-of-75-lakh-boat-customers-reportedly-leaked-online/articleshow/109127405.cms?from=mdr
https://economictimes.indiatimes.com/industry/cons-products/electronics/boat-data-breach-name-address-contact-number-email-id-of-75-lakh-boat-customers-reportedly-leaked-online/articleshow/109127405.cms?from=mdr
https://www.hackread.com/indian-isp-hathway-data-breach-user-data-kyc-leak/
https://www.hackread.com/indian-isp-hathway-data-breach-user-data-kyc-leak/
https://bangaloremirror.indiatimes.com/bangalore/others/techknow-mobile-network-consumer-database-of-750-mn-indians-up-for-sale/articleshow/107155346.cms
https://bangaloremirror.indiatimes.com/bangalore/others/techknow-mobile-network-consumer-database-of-750-mn-indians-up-for-sale/articleshow/107155346.cms
https://www.business-standard.com/companies/news/boat-suffers-data-breach-personal-data-of-75-lakh-users-leaked-on-dark-web-124040801022_1.html
https://www.business-standard.com/companies/news/boat-suffers-data-breach-personal-data-of-75-lakh-users-leaked-on-dark-web-124040801022_1.html
https://www.business-standard.com/companies/news/boat-suffers-data-breach-personal-data-of-75-lakh-users-leaked-on-dark-web-124040801022_1.html
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Last Update to
Privacy Policy

Any disclosure of
significant Non-
Personal Data

Link 1

BSNL Not clear No
Yes

(https://portal.bsnl.i
n/myportal/Privacy

Policy.jsp)

NA Yes
economictimes.i
ndiatimes.com/t

ech

26 Angel one Unclear No

Yes
(https://www.ang
elone.in/privacy-

policy)

27 Star Health Unclear No

Yes
(https://d28c6jni
2fmamz.cloudfro
nt.net/Privacy_P
olicy_76f9207f2

5.pdf)

28 e-migrate Portal Yes No
Yes

(https://emigrate.g
ov.in/#/emigrate/pr

ivacy-policy)

No

No

No

www.thehindu.c
om/news

Link 2

NA

Not Provided

Not Provided

economictimes.i
ndiatimes.com

www.indiatoday
.in/technology/

www.thehindu.c
om/sci-tech

www.business-
standard.com/c

ompanies

www.business-
standard.com/fi

nance

techcrunch.com
/2024/

https://portal.bsnl.in/myportal/PrivacyPolicy.jsp
https://portal.bsnl.in/myportal/PrivacyPolicy.jsp
https://portal.bsnl.in/myportal/PrivacyPolicy.jsp
https://economictimes.indiatimes.com/tech/technology/bsnl-suffers-second-data-breach-in-six-months/articleshow/111264707.cms?from=mdr
https://economictimes.indiatimes.com/tech/technology/bsnl-suffers-second-data-breach-in-six-months/articleshow/111264707.cms?from=mdr
https://economictimes.indiatimes.com/tech/technology/bsnl-suffers-second-data-breach-in-six-months/articleshow/111264707.cms?from=mdr
https://www.angelone.in/privacy-policy
https://www.angelone.in/privacy-policy
https://www.angelone.in/privacy-policy
https://d28c6jni2fmamz.cloudfront.net/Privacy_Policy_76f9207f25.pdf
https://d28c6jni2fmamz.cloudfront.net/Privacy_Policy_76f9207f25.pdf
https://d28c6jni2fmamz.cloudfront.net/Privacy_Policy_76f9207f25.pdf
https://d28c6jni2fmamz.cloudfront.net/Privacy_Policy_76f9207f25.pdf
https://d28c6jni2fmamz.cloudfront.net/Privacy_Policy_76f9207f25.pdf
https://emigrate.gov.in/#/emigrate/privacy-policy
https://emigrate.gov.in/#/emigrate/privacy-policy
https://emigrate.gov.in/#/emigrate/privacy-policy
https://www.thehindu.com/news/national/government-admits-bsnl-data-breached-in-may-forms-telecom-security-panel/article68441779.ece
https://www.thehindu.com/news/national/government-admits-bsnl-data-breached-in-may-forms-telecom-security-panel/article68441779.ece
https://economictimes.indiatimes.com/tech/technology/personal-data-of-almost-8-million-angel-one-customers-leaked-online/articleshow/111612380.cms?from=mdr
https://economictimes.indiatimes.com/tech/technology/personal-data-of-almost-8-million-angel-one-customers-leaked-online/articleshow/111612380.cms?from=mdr
https://www.indiatoday.in/technology/features/story/star-health-insurance-hack-led-to-personal-data-of-31-million-customers-being-compromised-story-in-5-points-2615354-2024-10-11
https://www.indiatoday.in/technology/features/story/star-health-insurance-hack-led-to-personal-data-of-31-million-customers-being-compromised-story-in-5-points-2615354-2024-10-11
https://www.thehindu.com/sci-tech/technology/internet/indian-blue-collar-worker-database-emigrate-in-the-hands-of-hackers/article68343850.ece
https://www.thehindu.com/sci-tech/technology/internet/indian-blue-collar-worker-database-emigrate-in-the-hands-of-hackers/article68343850.ece
https://www.business-standard.com/companies/news/broking-firm-angel-one-rocked-by-massive-data-leak-8-mn-users-affected-124071000156_1.html
https://www.business-standard.com/companies/news/broking-firm-angel-one-rocked-by-massive-data-leak-8-mn-users-affected-124071000156_1.html
https://www.business-standard.com/companies/news/broking-firm-angel-one-rocked-by-massive-data-leak-8-mn-users-affected-124071000156_1.html
https://www.business-standard.com/finance/personal-finance/star-health-breach-beware-your-aadhaar-pan-password-leak-risk-fraud-124101100345_1.html
https://www.business-standard.com/finance/personal-finance/star-health-breach-beware-your-aadhaar-pan-password-leak-risk-fraud-124101100345_1.html
https://www.business-standard.com/finance/personal-finance/star-health-breach-beware-your-aadhaar-pan-password-leak-risk-fraud-124101100345_1.html
https://techcrunch.com/2024/06/26/hacker-claims-data-breach-of-indias-emigrate-labor-portal/?ref=static.internetfreedom.in
https://techcrunch.com/2024/06/26/hacker-claims-data-breach-of-indias-emigrate-labor-portal/?ref=static.internetfreedom.in
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Last Update to
Privacy Policy

Any disclosure of
significant Non-
Personal Data

Link 1

Durex India Not clear No

Yes
(https://www.durexi
ndia.com/pages/pri

vacy-policy)

Not Provided Yes www.thehindu.c
om/sci-tech

timesofindia.ind
iatimes.com

Link 2

https://www.durexindia.com/pages/privacy-policy
https://www.durexindia.com/pages/privacy-policy
https://www.durexindia.com/pages/privacy-policy
https://www.thehindu.com/sci-tech/technology/internet/durex-india-exposed-sensitive-consumer-data-and-order-details-report/article68584904.ece?ref=static.internetfreedom.in
https://www.thehindu.com/sci-tech/technology/internet/durex-india-exposed-sensitive-consumer-data-and-order-details-report/article68584904.ece?ref=static.internetfreedom.in
https://timesofindia.indiatimes.com/technology/tech-news/durex-india-data-breach-exposed-personal-information-of-customers-researcher-claims/articleshow/112967380.cms
https://timesofindia.indiatimes.com/technology/tech-news/durex-india-data-breach-exposed-personal-information-of-customers-researcher-claims/articleshow/112967380.cms

